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- ~ % >#u4-14 (SE - Secure Element) :
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Jit

FHARFTP ZHE2REFHALFFULGKE  WEIREBRAZEF T RHOF B

B &< % (Contactless Transaction) i 7 &tk o

N i;i;ﬁi%] (OTA > Over the Air)

@yﬁﬁiwiﬂﬂﬁ@% FOEFLEIREEAPN RN SR AT

AELFEEYFERILRE TR 2 E R PG el TR & S (NFC o
Near Field Communication) #i» 12 p 2= NFC % 5 &R s Bz NFC £ 2 6] » 3

Hw By Fa k25 (Application> 4o # ~ B # =~ A 1 2 F 5 R* 42

)2 HFENCH YRR vEY LY R RABUHGTRESNTE -

BE 1 5=

AN TR £
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G FERSL AR REIREFIF IR FRUACRFAERLL P
R B HR 2RI M e AR 2 AR
=~ TSM (Trusted Service Manager) FPRF%-T -
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IFT S EFR YR TR
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5., BLrtHEHIL IR RAERAA TS CERF AH L TE
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T A TDEA wEE ) 47 xR ARG N2 A AL LT RIFE

% (Two Key Triple Data Encryption Algorithm; 4™ i # 2TDEA) 2 168 =~
Z &42 = £ T4 3w & 2 (Three Key Triple Data Encryption Algorithm;
r27T fi i 3TDEA) ©
2. NIST 2 i&r¢+e %4 % (Advanced Encryption Standard ; 7™ f§ i AES i % i2 ) >
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1o 78 (Message Authentication Code, MAC) & 2:¥t it 4efap ik 5t 2 = § &
(Digital Signature) % #5441 -

(- ) HAEE A2 BT T E 22 -
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2. AES;@ 82 &45 R 5 128192 & 256 == -
(2) Zeffildocfam s ldi » TR 22 -
1. RSA#E 2 » 45 R 1024 =~ (512} ) -
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ZRBFERSE ORI A 2 P RAB/REBTEY T A I AEFF A E S N
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. HE 3B/ B ERD 3w o
2. P E AR BF AT o
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Z) TR RS/ RES PR/ RERGEY B BBAL B A
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g
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%)
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(- ) FEFEEE2 222 2T (FLAL B E4) RUANMEGFET
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(Contactless Reader)  »* & ¥ F3a R i@ * % & F iFie 7 5 » 7 3F
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(z) &HETRBEALFTRPE PO SR RRE 2R P2 KRR R
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2w ~ TSM PRF%T 5
ARIFT S FECT O RRE AR PRSI BY R AR B
Bt AR FHE XA FMBRL S S RERART R 40T
(- ) %4 +%2 (Key Management) :
Mo 23 B2 £4H R E I o
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1LTSM JRFET 52 e A AR B FH LT A 23 K28 % 2P EHARY
4o fr L g (Firewall) ~ £ ¥ 4c 8 ~ R 8 3 > B R H T R SR
(Segment) (& 3512 2 F A3l g P o Bt ~DMZ % i 2 P30 G it ) Jf
BB LR
HEHIBRSAFARETHE > L PRHER 'ME] PRI M w2 P AR
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EIZEE A B2 T o MR R BT AR

Page 140f 18



(1), #% 2R AL L ERER AL T %5 S T 24 %78
B R R U SR BB T E L TR RS -

(2). ¥ %2 % &&(Transaction Log) % #+% i ik &(Audit Trail) -
(3). &5 P41 (Access Control)#4] » 4oié * 4% ~ K * + &
(4). i «u}@-lﬁﬁ;}*{ﬁ‘}'ﬁ‘_@k}p’% }i,]%/’v\ 5‘?/4

(5). & » (Login) P¥ /454 ©

SAl% > (Data Security):
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AR SRR L S A TR - MRS 2
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FAABAFTR S F TR BEEFRLT G 2L L L M
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() FHWHEBE L > (Physical Security):
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Widk s T F 2 E 2B F Ei%ﬁ#ﬁﬁ%
- ~EMVCo. 4 :
iﬁ%ﬁ’EMVCo Contactless Mobile Payment ® Contactless Mobile Payment Architecture
Overview % EMVCo Handset Requirements for Contactless Mobile Payment 7 B &+ #%2t
RPN e R B R S R E LA nEEREER (F e
PR AR ARG SR AR A ERE AP R v R R )iE
7 24
= ~Visa g -
B+ Rl R F L RE /E@’} = Visa Card Vendor Program 4> - J* R &
AT X 2R R 2
(- ) Global Logical Security Validation Requirements for Card Personalization
Vendors
P BRI FE R B F e AR FRAILE LR R
A MG T R i FRLITET 2T R
= ) Global Physical Security Validation Requirements for Card Vendors
P BARFEARMBRE N LA S BES  F FBAT  h R T T
Gt BA S F RS F P FE N F I MELTERNEL PR LT HE T R
(= ) Visa Global Physical Security Validation Requirements for Data Preparation,
Encryption Support and Fulfillment Card Vendors
S BB TR M Via A S FHRER e nii . BB HARS
R BPRIAMTL E R LT 22 Ko
(= ) Global Security Validation Requirements for Over-the-Air Secure Element
Personalization Vendors
&éﬁ%ﬁﬁﬁﬁﬁﬁﬂﬁﬁﬁj%%&“x@ﬂiﬁﬁﬁﬁﬁfiﬂ@ﬁwﬁ&&%
ATl SRR A enE > F o
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= ~ MasterCard %R ¢
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